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THREAT REPORT: QILIN

Visual Summary
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How far down the attack chain this campaign reached; deepest phase in crimson.

Defensive Chokepoint — why this control is the priority
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The control that most disrupts the attack (priority in crimson).

Summary

The source attributes this activity to Qilin, who is exploiting the Check Point VPN authentication bypass
vulnerability, CVE-2026-50751, to target entities in Taiwan. The observed cluster of activity involves the
use of Qilin malware, and priority should be given to patching the vulnerability and enforcing multi-factor
authentication on all accounts. The threat actor's actions pose a critical operational risk, and defensive
measures should focus on mitigating the impact of the exploited vulnerability.

Threat Overview

Qilin is exploiting the Check Point VPN authentication bypass vulnerability, CVE-2026-50751, using the
Qilin malware family. The victimology indicates that entities in Taiwan are being targeted, although specific
sectors are not identified due to insufficient data. The exploited vulnerability allows the threat actor to
bypass authentication and gain access to targeted systems.
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Attack Chain and Priority Control

The observed techniques used by Qilin form a chain that includes external remote services, exploitation of
public-facing applications, and the use of valid accounts. The priority technique is T1078 Valid Accounts,
which is the graph chokepoint. To mitigate this threat, the priority control is to: Patch CVE-2026-50751 on
all affected systems as the top priority, then: Enforce MFA on all accounts; disable dormant and over-
privileged accounts; alert on impossible-travel and anomalous logons.

Infrastructure and Corroboration

There is no observed hosting provider or ASN associated with this activity, and no malware families have
been corroborated by abuse.ch. Additionally, no indicators have been flagged with a confidence level of
80% or higher by AbuselPDB, with the highest confidence seen being 0%.

Technical Appendix

Ground-truth telemetry from the source pulse; analytical scores are secondary and clearly labelled.
Observed Techniques (ATT&CK, expert-tagged by source)

e T1133 External Remote Services
e T1190 Exploit Public-Facing Application
e T1021 Remote Services

e T1589.002 Email Addresses

e T1583.003 Virtual Private Server
e T1090.003 Multi-hop Proxy

e T1078 Valid Accounts

e T1486 Data Encrypted for Impact
e T1573 Encrypted Channel

e T1071.001 Web Protocols

e T1584.004 Server

Analytical Scores

 Priority technique (graph chokepoint): T1078 Valid Accounts (centrality 0.3866).
e Operational risk: Critical (score 0.979, reaches impact).

Behavioral Signature Cluster

» Method: technique-overlap cosine vs 170 MITRE ATT&CK Groups (top overlap 0.375; reference
threshold tau = 0.6).

» These are behavioural resemblances for defensive playbook cross-referencing, not an identity
assessment. Where the source pulse names an actor, that attribution is authoritative; the overlaps
below neither confirm nor contest it.
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Nearest historical profiles by behavioural overlap (resemblance only):

Historical Profile Behavioural Overlap

Orangeworm 0.375

RedEcho 0.3536
APT16 0.3536
Axiom 0.3198
Sea Turtle 0.3162

Enrichment Signal
o Highest AbuselPDB confidence among IOCs: 0%.
Indicators of Compromise (defanged — non-clickable)
The network and file indicators observed in this activity are listed below for blocklisting:

Type Indicator

Hash 52fda5¢c1b9704544f32ee98d9060e689

Hash 51d39aa39478beeac94f2d12f682ecce
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