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THREAT REPORT: JEETBOT DEPLOYS MALICIOUS
TWITCH BROWSER EXTENSION TO HARVEST OAUTH
TOKENS

Visual Summary
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How far down the attack chain this campaign reached; deepest phase in crimson.
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Defensive Chokepoint — why this control is the priority
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The control that most disrupts the attack (priority in crimson).

Summary

The source attributes this activity to JeetBot, which distributed a malicious Twitch browser extension that
captured OAuth tokens from approximately 30,000 users. No specific CVE or malware family was
identified in the source material, and the victim profile is not detailed. The activity culminates in credential
theft and exfiltration to cloud storage. Priority should be given to applying the MITRE ATT&CK mitigation
for Software Extensions and implementing host and network detections together with least-privilege
controls.

Threat Overview
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JeetBot is reported to have leveraged a malicious browser extension targeting Twitch users. The
extension’s functionality aligns with a range of ATT&CK techniques, including software extensions,
browser session hijacking, and credential theft. No particular CVE or malware family was disclosed, and
the targeted geography or sector remains unspecified.

Attack Chain and Priority Control

The observed chain begins with the deployment of a malicious software extension (T1176) that integrates
into the victim’s browser. Once installed, the extension performs adversary-in-the-middle interception,
keylogging, and browser session hijacking (T1185, T1557). It then steals web session cookies and
credentials from browsers (T1539, T1555.003), stores them in files (T1552.001), and forwards the data
through external proxies to cloud storage (T1090.002, T1567.002). The chokepoint technique is T1176
Software Extensions, and the concrete mitigation is: Apply the specific MITRE ATT&CK mitigation for
this technique; add host/network detections and least-privilege controls around it.

Infrastructure and Corroboration

Third-party enrichment indicates that the malicious infrastructure is hosted by Clodo Cloud Service Co.
L.L.C. (as reported by the source). AbuselPDB shows no indicators flagged with confidence =80 % (0 %
highest confidence). Abuse.ch correlates the activity with an “Unknown malware” family.

Technical Appendix

Ground-truth telemetry from the source pulse; analytical scores are secondary and clearly labelled.
Observed Techniques (ATT&CK, expert-tagged by source)

e T1557 Adversary-in-the-Middle

» T1056.001 Keylogging

e T1213.002 Sharepoint

e T1539 Steal Web Session Cookie

e T1176 Software Extensions

e T1219 Remote Access Tools

e T1185 Browser Session Hijacking

e T1555.003 Credentials from Web Browsers
e T1090.002 External Proxy

e T1552.001 Credentials In Files

e T1573.002 Asymmetric Cryptography

e T1567.002 EXxfiltration to Cloud Storage
e T1071.001 Web Protocols

Analytical Scores

 Priority technique (graph chokepoint): T1176 Software Extensions (centrality 0.3367).
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e Operational risk: Critical (score 0.968, reaches exfiltration).
Behavioral Signature Cluster

* Method: technique-overlap cosine vs 170 MITRE ATT&CK Groups (top overlap 0.3086; reference
threshold tau = 0.6).

e These are behavioural resemblances for defensive playbook cross-referencing, not an identity
assessment. Where the source pulse names an actor, that attribution is authoritative; the overlaps
below neither confirm nor contest it.

Nearest historical profiles by behavioural overlap (resemblance only):

Historical Profile Behavioural Overlap

RedEcho 0.3086
APT42 0.2865
Ajax Security Team 0.276

MuddyWater 0.2701
RedCurl 0.2535

Enrichment Signal

o Highest AbuselPDB confidence among IOCs: 0%.

e Malware families corroborated by abuse.ch: Unknown malware.

* Note: enrichment raises the severity signal (an IOC at or above 80% AbuselPDB confidence, or a
confirmed malware-family hit). This is context, not a change to the source assessment.

Indicators of Compromise (defanged — non-clickable)
The network and file indicators observed in this activity are listed below for blocklisting:

Type Indicator Context

AbuselPDB 0% (NL) - AS216154 Clodo Clou

IP 132[.]243[.]113[.]25
[] [1113[] d Service Co. L.L.C
o S0 1741 1261 1162 AbuselPDB 0% (NL) - AS216154 Clodo Clou
[174[.]126] ] d Service Co. L.L.C
Domai

alexue4[.]dev

Domai -
morphilinal.]me Unknown malware
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Type

Domai

Domai

n

Domai

Domai

Domai

Domai

Domai

Domai

Domai

Domai

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

salacti.com

Indicator

jeetbot[.]cc

api[.]jeetbot[.Jcc

enhanced-1[.]Jjeetbot[.]Jcc

enhanced].]jeetbot[.]cc

ext-03][.Jjeetbot[.]cc

ext-styles[.]jeetbot][.]cc

img|[.]drisnya[.]Jonline

proxy[.Jmorphilina[.Jme

proxy[.Jthebeholder[.]Jdeno[.]net

thebeholder-proxy[.]Jdeno[.]Jdev

hxxp://apil.ljeetbot[.]Jcc/api/v2/public/extension_helper/

hxxp://fenhanced]|.]jeetbot[.]cc/set-token

hxxp://ext-styles].]jeetbot[.]Jcc/api/v1/forced-proxy

hxxp://ext-styles].]jeetbot[.]Jcc/api/v1/proxies

hxxp://proxy[.Jthebeholder[.]Jdeno[.]net/set-token

hxxp://thebeholder-proxy[.]Jdeno[.]dev/set-token

hxxps://enhanced].]jeetbot[.Jcc/

hxxps://ext-styles][.]jeetbot[.]Jcc/api/v1/proxies

hxxps://proxy[.Jmorphilina[.]Jme/

hxxps://proxy[.]thebeholder[.]deno[.]net/

Context

Unknown malware

Unknown malware

Unknown malware

Unknown malware

Unknown malware

Unknown malware

Unknown malware

Unknown malware

o TLP:GREEN
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Type

URL

Hash

Indicator Context

hxxps://thebeholder-proxy[.]Jdenol[.]dev/

141¢35607dc0e8e400deb380126b3052bd0495b4d37c8
dd979c6aa0204b142fc

e17e1e671b597da19b89c5b2d0fa821e90e627860e756
ae4947ed27c035330a8

Reputation by AbuselPDB - malware attribution by abuse.ch - Geo/ASN data by IP2Location LITE.

Flame Cell // Adversary Pivot [ BETA ]

BETA.

A hypothetical tabletop projection, anchored to documented ATT&CK behaviour and technique co-

occurrence across 170 tracked groups. It is not a prediction; treat it as a war-game prompt and review

before acting. Spot a pivot that looks wrong? norbert@salacti.com

Control applied: T1176 Software Extensions (persistence)

Observed here: T1176 Software Extensions was the only persistence technique observed in this
campaign, so the pivot is projected from cross-actor behaviour.

Projected pivot: T1053 Scheduled Task/Job (persistence)

Basis: canonical technique for persistence (no in-campaign or co-occurrence signal).

With T1176 Software Extensions blocked, JeetBot could preserve the same objective by pivoting to T1053

Scheduled Task/Job, a technique commonly used for persistence. Defensive countermeasure: Alert on
new scheduled tasks (Event ID 4698); restrict schtasks/at to admins; baseline legitimate task creators.

Detection and hardening for the pivot (T1053 Scheduled Task/Job)

Telemetry: Windows Security (Object Access audit); Microsoft-Windows-
TaskScheduler/Operational; Sysmon
Detect:
o Security 4698 (task created), 4702 (updated), 4700/4701 (enabled/disabled), 4699 (deleted)
o TaskScheduler/Operational 106 (registered), 140 (updated), 141 (deleted)
o Sysmon 1 for schtasks.exe and at.exe; Sysmon 11 for writes under
C:\Windows\System32\Tasks\
Harden:
o Restrict schtasks/at to administrators; disable the legacy at.exe
o Baseline the legitimate task creators and alert on anything outside it
MITRE: M1047 Audit, M1028 Operating System Configuration, M1026 Privileged Account
Management - DS0003 Scheduled Job, DS0009 Process, DS0022 File
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