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THREAT REPORT: UTA0560 AND JUNGLEBAMBOO
LEVERAGE CHROME AND WINDOWS 0-DAY
CVE-2026-85880
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How far down the attack chain this campaign reached; deepest phase in crimson.

Defensive Chokepoint — why this control is the priority
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The control that most disrupts the attack (priority in crimson).

Summary

The threat actors UTA0560 and JungleBamboo are operating the GRIMWEDGE, SUPERSTOMP, and
LONGTALE malware families to exploit CVE-2026-85880 in Chrome and Windows. Their campaign is
directed at non-governmental organizations (NGOs) located in the United States. Priority should be given
to auditing Windows Startup folders and Run/RunOnce registry keys for unauthorized entries and to
patching CVE-2026-85880 on all affected systems.

Threat Overview

The source attributes this activity to UTA0560 and JungleBamboo, who employ the GRIMWEDGE,
SUPERSTOMP, and LONGTALE malware families. They exploit the zero-day vulnerability
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CVE-2026-85880 in both Chrome and Windows operating systems. The observed victims are NGOs
operating within the United States.

Attack Chain and Priority Control

The observed chain begins with spearphishing links (T1566.002) that deliver a drive-by compromise
(T1189) leveraging exploitation for client execution (T1203) of CVE-2026-85880. The payload then uses
process hollowing (T1055.012) to inject malicious code, establishes persistence via Registry Run Keys /
Startup Folder (T1547.001), harvests credentials from web browsers (T1555.003) and system information
(T1082), and ultimately exfiltrates data over the C2 channel (T1041).

Priority technique: T1547.001 Registry Run Keys / Startup Folder

Priority control: Audit Windows Startup folders and Run/RunOnce registry keys for unauthorized entries;
alert on .Ink or script creation in Startup by browser/email temp paths. In parallel, patch CVE-2026-85880
on all affected systems.

Infrastructure and Corroboration

Third-party enrichment indicates that the malicious infrastructure is hosted by BL Networks, as observed
in the associated ASN data. AbuselPDB does not flag any of the indicators with high confidence, and
abuse.ch has not corroborated additional malware families.

Technical Appendix

Ground-truth telemetry from the source pulse; analytical scores are secondary and clearly labelled.
Observed Techniques (ATT&CK, expert-tagged by source)

e T1053.005 Scheduled Task

e T1113 Screen Capture

e T1056.001 Keylogging

e T1566.002 Spearphishing Link

e T1082 System Information Discovery

e T1005 Data from Local System

e T1140 Deobfuscate/Decode Files or Information
e T1185 Browser Session Hijacking

e T1555.003 Credentials from Web Browsers

e T1083 File and Directory Discovery

e T1057 Process Discovery

e T1041 Exfiltration Over C2 Channel

e T1547.001 Registry Run Keys / Startup Folder
e T1055.012 Process Hollowing

e T1068 Exploitation for Privilege Escalation

e T1102.002 Bidirectional Communication
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T1203 Exploitation for Client Execution
T1189 Drive-by Compromise
T1071.001 Web Protocols

T1105 Ingress Tool Transfer

Analytical Scores

 Priority technique (graph chokepoint): T1547.001 Registry Run Keys / Startup Folder (centrality
0.2846).
e Operational risk: Critical (score 0.968, reaches exfiltration).

Behavioral Signature Cluster

* Method: technique-overlap cosine vs 170 MITRE ATT&CK Groups (top overlap 0.5379; reference
threshold tau = 0.6).

e These are behavioural resemblances for defensive playbook cross-referencing, not an identity
assessment. Where the source pulse names an actor, that attribution is authoritative; the overlaps
below neither confirm nor contest it.

Nearest historical profiles by behavioural overlap (resemblance only):

APT37 0.5379
Stealth Falcon 0.4336
Confucius 0.4286
APT39 0.4232
Inception 0.4213

Enrichment Signal
o Highest AbuselPDB confidence among I0Cs: 0%.
Indicators of Compromise (defanged — non-clickable)

The network and file indicators observed in this activity are listed below for blocklisting:

Type Indicator Context

AbuselPDB 0% (NL) - AS399629 BL

IP 206[.]166[.]1251[.]164
Networks

Domai )
N msbenefit[.Jcom
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Type

Domai

Domai

n

Domai

Domai

Domai

Domai

Doma

URL

URL

URL

URL

URL

URL

Hash

Hash

Hash

Hash

Hash

salacti.com

Indicator

gitprogram[.Jcom

cloud[.]Jshinewrist[.]net

document[.]gitprogram[.Jcom

ocr[.Jopusaccel[.]top

photos[.Jmsbenefit[.Jcom

proof[.]gitprogram[.Jcom

xyz0102[.]gitprogram[.Jcom

hxxps://cloud[.]shinewrist[.]net/

hxxps://ocr[.Jopusaccell.]top

hxxps://photos[.Jmsbenefit[.Jcom/fa/t3

hxxps://photos[.Jmsbenéfit[.Jcom/fb/w3z

hxxps://proof].]gitprogram[.Jcom/a4/j8

hxxps://xyz0102][.]gitprogram[.Jcom/a001

337b48c1cd6dd6e7b8073327082a60e149517fa084ba17b180e
041fffa3b130d

3b71d721c39fad92a44ddd764bbb34afeae44a5db886d0a4827
a399a5fbd367f

51462a23ac25e1bd0e49b7cae7f3a71f8d2201e22d45175b587
e4740b49863cc

56eda0ac82e06ee609b034306025e67df161c5877399¢c305¢c8e
aea136e80c951

5995f42a828606705a7339d58a665c229936e81c4e539cdfa115
eb46a2eb53d6

o TLP:GREEN
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Type

Hash

Hash

Hash

Hash

Hash

Hash

Hash

salacti.com

Indicator

59dc108e22cb856¢228bbf8a1ab955fb66f0844a07fe10fa0d9fc3
823d2cbbcb

5eb5645511b00e4f4d73125654eeb3a3930fcf09c65685dc7f03f
725331492e3

69¢1603f3f9015beb0097d0a3bb0f17400c314e2eaeb5a7eceac
d3b93ea570dc

7a52ff23949edee8faab1ce0def6dbca8b7e5943c54d23376¢cc19
0762ea3985¢

b7b0cd6539464ab39c6526e499f86d611faa21c5af945535ebaf1
87cec543af1

cd0c21f9b32b7feeda1787fccab622dec60ecdf84c0538c08bde3
946856b0fa0

d17053557bb90298f7b115432b4820a248fdbe678bca31721529
b1f51a82343b

e2a59432ce2b0d83ded936374a11fca3d3defaf4daab90eb37fcab
8683eae32c0

Reputation by AbuselPDB - malware attribution by abuse.ch - Geo/ASN data by IP2Location LITE.

Flame Cell // Adversary Pivot [ BETA ]

o TLP:GREEN

BETA. A hypothetical tabletop projection, anchored to documented ATT&CK behaviour and technique co-

occurrence across 170 tracked groups. It is not a prediction; treat it as a war-game prompt and review

before acting. Spot a pivot that looks wrong? norbert@salacti.com

e Control applied: T1547.001 Registry Run Keys / Startup Folder (persistence)

» Observed here: T1547.001 Registry Run Keys / Startup Folder was the only persistence technique

observed in this campaign, so the pivot is projected from cross-actor behaviour.
* Projected pivot: T1543 Create or Modify System Process (persistence)

» Basis: of the 18+ groups that use Registry Run Keys / Startup Folder, this pairing runs 1.8x above

base rate, a disproportionately-coupled move rather than the obvious one.

With T1547.001 Registry Run Keys / Startup Folder blocked, UTA0560, JungleBamboo could preserve the
same objective by pivoting to T1543 Create or Modify System Process, a technique disproportionately

paired with it across tracked groups. Defensive countermeasure: Restrict service/daemon creation to

admins; monitor service and driver installs.

Also plausible (same tactic): T1098 Account Manipulation (n=12, lift 2.0), T1112 Modify Registry (n=17,

lift 1.7)
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Detection and hardening for the pivot (T1543 Create or Modify System Process)

Telemetry: Windows Security / System log; Sysmon
e Detect:
o System 7045 (new service installed); Security 4697 (service installed)
o Sysmon 1 for sc.exe / services created; unusual ImagePath or user-context services
o Registry writes under HKLM\SYSTEM\CurrentControlSet\Services
e Harden:
o Restrict service creation to admins; application control on service binaries
o Baseline installed services and alert on new/anomalous ones
MITRE: M1047 Audit, M1028 Operating System Configuration, M1026 Privileged Account
Management - DS0019 Service, DS0024 Windows Registry, DS0009 Process
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