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THREAT REPORT: TEAMPCP DEPLOYS SHAI-HULUD
AND TRINITITE MALWARE
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How far down the attack chain this campaign reached; deepest phase in crimson.

Defensive Chokepoint — why this control is the priority
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The control that most disrupts the attack (priority in crimson).

Summary

The source attributes this activity to TeamPCP, which is leveraging the Shai-Hulud, Trinitite, and

Mini Shai-Hulud malware families. No specific CVE is identified, and the campaign appears to target
organizations in the technology sector. Defensive priority should focus on restricting service and daemon
creation to administrative accounts and monitoring service and driver installations.

Threat Overview
TeamPCP is observed distributing the Shai-Hulud, Trinitite, and Mini Shai-Hulud malware families. The

report does not cite a concrete vulnerability, noting “Data Insufficient” for the central CVE. Victims are
primarily within the technology sector, though the targeted country is not specified.
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Attack Chain and Priority Control

The reporting indicates a sequence of techniques that includes supply-chain compromise, obfuscation of
files, creation or modification of system processes, unsecured credential handling, data destruction, and
exfiltration over web services. The chokepoint technique identified is T1543 — Create or Modify System
Process. The recommended control is: Restrict service/daemon creation to admins; monitor service
and driver installs.

Infrastructure and Corroboration

The enrichment data reports no observable hosting providers or ASNs associated with the malicious
infrastructure. Abuse.ch has not corroborated any of the malware families, and AbuselPDB does not flag
any related indicators with high confidence.

Technical Appendix

Ground-truth telemetry from the source pulse; analytical scores are secondary and clearly labelled.

Observed Techniques (ATT&CK, machine-extracted from report text — reduced
confidence)

The source pulse carried no expert ATT&CK tags, so these techniques were inferred from its narrative by
a self-consensus LLM extractor and validated against the ATT&CK catalogue. Treat this technique set,
and the chokepoint, Kill-chain and risk scores derived from it, as lower-confidence than an expert-tagged
brief, - T1027 Obfuscated Files or Information - T1195 Supply Chain Compromise - T1485 Data
Destruction - T1543 Create or Modify System Process - T1552 Unsecured Credentials - T1567 Exfiltration
Over Web Service

Analytical Scores

e Priority technique (graph chokepoint): T1543 Create or Modify System Process (centrality 0.5033).
e Operational risk: Critical (score 0.875, reaches impact).

Behavioral Signature Cluster

e Method: technique-overlap cosine vs 170 MITRE ATT&CK Groups (top overlap 0.4082; reference
threshold tau = 0.6).

e These are behavioural resemblances for defensive playbook cross-referencing, not an identity
assessment. Where the source pulse names an actor, that attribution is authoritative; the overlaps
below neither confirm nor contest it.

Nearest historical profiles by behavioural overlap (resemblance only):
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BlackOasis 0.4082
Moafee 0.2887
GOLD SOUTHFIELD 0.2357
Storm-0501 0.2074
Threat Group-3390 0.1792

Enrichment Signal
o Highest AbuselPDB confidence among IOCs: 0%.
Indicators of Compromise (defanged — non-clickable)

The network and file indicators observed in this activity are listed below for blocklisting:

Type Indicator

Domain poopy[.Jcom

Hash 365d4eb738d3146583431948d3babe27a32556be
Hash ec7876d6¢c917dad516ba69bbfafc948b834bf0ab
Hash 043fb46d1a93c77aae656e7c1c64a875d1fc6ala

Flame Cell // Adversary Pivot [ BETA ]

BETA. A hypothetical tabletop projection, anchored to documented ATT&CK behaviour and technique co-
occurrence across 170 tracked groups. It is not a prediction; treat it as a war-game prompt and review
before acting. Spot a pivot that looks wrong? norbert@salacti.com

e Control applied: T1543 Create or Modify System Process (persistence)

e Observed here: T1543 Create or Modify System Process was the only persistence technique
observed in this campaign, so the pivot is projected from cross-actor behaviour.

e Projected pivot: T1547 Boot or Logon Autostart Execution (persistence)

« Basis: of the 18+ groups that use Create or Modify System Process, this pairing runs 1.8x above
base rate, a disproportionately-coupled move rather than the obvious one.

With T1543 Create or Modify System Process blocked, TeamPCP could preserve the same objective by
pivoting to T1547 Boot or Logon Autostart Execution, a technique disproportionately paired with it across
tracked groups. Defensive countermeasure: Baseline and monitor autostart locations (Run keys, startup
folders); alert on new persistence entries.
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Also plausible (same tactic): T1078 Valid Accounts (n=19, lift 1.7), T1136 Create Account (n=8, lift 2.1)

Detection and hardening for the pivot (T1547 Boot or Logon Autostart Execution)

Telemetry: Sysmon (registry + process); EDR autostart/ASEP inventory
e Detect:
o Sysmon 13 (registry value set) on Run/RunOnce keys under HKLM & HKCU
...\CurrentVersion\Run*
o Sysmon 11 for shortcuts/scripts created in Startup folders
o Periodic ASEP (autostart extensibility point) diff against a known-good baseline
e Harden:
o Restrict write access to autostart registry keys and Startup folders
o Application control to block unsigned autostart binaries
MITRE: M1047 Audit, M1038 Execution Prevention - DS0019 Service, DS0024 Windows Registry,
DS0022 File
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