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THREAT REPORT: DJINN STEALER CAMPAIGN
EXPLOITS CVE-2026-48558

Visual Summary
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How far down the attack chain this campaign reached; deepest phase in crimson.

Defensive Chokepoint — why this control is the priority
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The control that most disrupts the attack (priority in crimson).

Summary

The observed cluster of activity is distributing the Djinn Stealer and TaskWeaver malware families. Both
families leverage the recently disclosed CVE-2026-48558 vulnerability. Victims have not been identified in
the source material. Priority should be given to removing secrets from code, configuration files, and the
registry, deploying a secrets manager, scanning repositories and hosts for credentials, and patching
CVE-2026-48558 on all affected systems.

Threat Overview

The observed cluster of activity employs the Djinn Stealer and TaskWeaver malware families to exploit
CVE-2026-48558. No specific countries, sectors, or organizations have been identified as targets.

Page 1 of 4



SALAMANDER CTI salacti.com o TLP:GREEN

Attack Chain and Priority Control

The adversary begins with File and Directory Discovery (T1083) to locate valuable data, followed by
Process Discovery (T1057) to understand the execution environment. It then performs Data from Local
System (T1005) collection, archives the harvested data (Archive Collected Data, T1560), and extracts
credentials stored in files (Credentials In Files, T1552.001). Collected data is encrypted using
Asymmetric Cryptography (T1573.002) before being sent out via Exfiltration Over C2 Channel
(T1041).

Priority technique: T1552.001 Credentials In Files

Priority control (as stated in the source):
Remove secrets from code/config/registry; deploy a secrets manager; scan repos and hosts for
credentials. In parallel, patch CVE-2026-48558 on all affected systems.

Infrastructure and Corroboration

Third-party enrichment indicates that the malicious command-and-control infrastructure is hosted by
Evoxt Sdn. Bhd. (as reported in the source pulse). AbuselPDB does not flag any of the associated
indicators with a confidence level of 80 % or higher, and abuse.ch has not linked any additional malware
families to this activity.

Technical Appendix

Ground-truth telemetry from the source pulse; analytical scores are secondary and clearly labelled.
Observed Techniques (ATT&CK, expert-tagged by source)

e T1005 Data from Local System

e T1560 Archive Collected Data

e T1083 File and Directory Discovery

e T1552.001 Credentials In Files

e T1057 Process Discovery

e T1041 Exfiltration Over C2 Channel

e T1573.002 Asymmetric Cryptography

Analytical Scores

e Priority technique (graph chokepoint): T1552.001 Credentials In Files (centrality 0.4789).
e Operational risk: Critical (score 0.864, reaches exfiltration).

Behavioral Signature Cluster

e Method: technique-overlap cosine vs 170 MITRE ATT&CK Groups (top overlap 0.3059; reference
threshold tau = 0.6).
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e These are behavioural resemblances for defensive playbook cross-referencing, not an identity
assessment. Where the source pulse names an actor, that attribution is authoritative; the overlaps

below neither confirm nor contest it.

Nearest historical profiles by behavioural overlap (resemblance only):

Historical Profile Behavioural Overlap

Stealth Falcon 0.3059
RedCurl 0.3012
APT3 0.2809
Windigo 0.252

MuddyWater 0.2407

Enrichment Signal
e Highest AbuselPDB confidence among IOCs: 0%.
Indicators of Compromise (defanged — non-clickable)

The network and file indicators observed in this activity are listed below for blocklisting:

Type Indicator Context

AbuselPDB 0% (JP) - AS149440 Evoxt S

IP 96[.]126[.]130[.]126 dn. Bhd.

Has f4a72600a3735c2a4d843875ea61bbb6f935a1af51a81f2fbc99
h 2ce11ba94afc

Reputation by AbuselPDB - malware attribution by abuse.ch - Geo/ASN data by IP2Location LITE.

Flame Cell // Adversary Pivot [ BETA ]

BETA. A hypothetical tabletop projection, anchored to documented ATT&CK behaviour and technique co-
occurrence across 170 tracked groups. It is not a prediction; treat it as a war-game prompt and review
before acting. Spot a pivot that looks wrong? norbert@salacti.com

e Control applied: T1552.001 Credentials In Files (credential-access)

e Observed here: T1552.001 Credentials In Files was the only credential-access technique
observed in this campaign, so the pivot is projected from cross-actor behaviour.

* Projected pivot: T1555 Credentials from Password Stores (credential-access)

e Basis: of the 15+ groups that use Credentials In Files, this pairing runs 3.5x above base rate, a
disproportionately-coupled move rather than the obvious one.
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With T1552.001 Credentials In Files blocked, the threat actor could preserve the same objective by
pivoting to T1555 Credentials from Password Stores, a technique disproportionately paired with it across
tracked groups. Defensive countermeasure: Restrict access to browser/OS credential stores; alert on
credential-vault access; enforce disk encryption.

Also plausible (same tactic): T1003 OS Credential Dumping (n=18, lift 2.5), T1556 Modify Authentication
Process (n=4, lift 4.0)

Detection and hardening for the pivot (T1555 Credentials from Password Stores)

Telemetry: Sysmon (file/process); EDR
Detect:

o Access to browser credential stores (Login Data) and DPAPI master keys

o Reads of password-manager vaults or Windows Credential Manager
o Non-browser processes touching browser profile directories
Harden:

o Enterprise password manager with hardware-backed keys

o EDR rules on credential-store access; disable browser password saving via policy
MITRE: M1043 Credential Access Protection, M1027 Password Policies - DS0009 Process,
DS0022 File
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